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ip‘ Health

1. Target Audience

IPC Health Staff, Board of Directors, Contractors, Students, Volunteers and Clients.

2. Definitions

Australian Privacy The APPs are the thirteen principles contained in schedule 1 of the Privacy Act 1988 (Cth)

Principles (APP) that set out the minimum standards regulating how large businesses, health service
providers and some small businesses and non-government organisations may handle
individuals’ personal information. The APPs cover the collection, use, disclosure and storage
of personal information. They also allow individuals to access that information and have it
corrected if it is wrong.

Health Privacy The HPP’s are the eleven principles contained in the Health Records Act 2001 (Vic) That set

Principles (HPP) out the minimum standards regulating the collection, use, disclosure and storage of ‘health
information’ that is held by public and private sector organisations.

Health Information | Means information or an opinion, whether true or not, about the physical, mental or

(Health Records Act | psychological health of an individual, their disability, and includes ‘personal information’

2001 (Vic)) collected while receiving health services.
Confidential Means any Information at any time disclosed directly or indirectly to IPC Health or its
Information Personnel by the Disclosing Party or its employees, agents, consultants and advisers, and

any extracts, summaries or analyses thereof prepared by or on behalf of the Recipient

except to the extent that such Information:

e is or becomes generally available to the public other than as a result of a disclosure by
the Recipient or any employee, agent, consultant or adviser to the Recipient;

e was available to the Recipient on a non-confidential basis prior to its disclosure by the
Disclosing Party or its employees, agents, consultants or adviser; or

e becomes available to the Recipient on a non-confidential basis from a person who, to
the actual knowledge of the Recipient, is not otherwise bound by a confidentiality
agreement with respect to such information, or is not otherwise prohibited from
transmitting the information to the Recipient.

Personal Information or an opinion about an individual whether it is true or not where that

Information individual’s identity can be ascertained from the information or opinion and includes name,
address, telephone number, .

Consent Means the agreement of a client or their authorised representative to a proposed action e.g.

collection and use, disclosure, transfer of information or for particular treatment. Consent
may be explicit or implied however, it must be informed, specific, voluntary and given by a
client or their representative with a legal capacity to do so.

Legal Capacity Refers to a person’s ability to make decisions regarding the specific matter for which
informed consent is being given. All adults are presumed to have capacity, and capacity may
change over time and capacity must be considered each time a decision is made.

Data Security Relates to measures that are put in place to protect the integrity, availability and
confidentiality of information, whether paper based or computerised. Security measures
are in place to protect against accidental damage, misuse and unauthorised access or

disclosure.
Privacy Officer Means the IPC Health Chief Executive Officer or their delegate
Sensitive Means:
Information (a) information or an opinion about an individual’s:
(i) racial or ethnic origin;
(ii) political opinions;
(iii) membership of a political association; or(iv) religious beliefs or affiliations;
(v) philosophical beliefs;
(vi) membership of a professional or trade association;
(vii) membership of a trade union;
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(viii) sexual preferences or practices;
(ix) criminal record;
that is also personal information;
(b) health information about an individual;
(c) genetic information about an individual that is not otherwise health information.
In this policy defined as Staff, Board of Directors, Contractors, Students and Volunteers
Are contained in schedule 1 of the Privacy Act 1988 (Cth) that set out the minimum
standards regulating how large businesses, health service providers and some small
businesses and non-government organisations handle individuals’ personal information. The
APPs cover the collection, use, disclosure and storage of personal information. They also
allow individuals to access that information and have it corrected if it is wrong.
Means any Information at any time disclosed directly or indirectly to IPC Health or its
Personnel by the Disclosing Party or its employees, agents, consultants and advisers, and
any extracts, summaries or analyses thereof prepared by or on behalf of the Recipient
except to the extent that such Information:
e is or becomes generally available to the public other than as a result of a disclosure
by the Recipient or any employee, agent, consultant or adviser to the Recipient;
e was available to the Recipient on a non-confidential basis prior to its disclosure by
the Disclosing Party or its employees, agents, consultants or adviser; or
e becomes available to the Recipient on a non-confidential basis from a person who,
to the actual knowledge of the Recipient, is not otherwise bound by a confidentiality
agreement with respect to such information or is not otherwise prohibited from
transmitting the information to the Recipient.
Means the agreement of a client or their authorised representative to a proposed action e.g.
collection and use, disclosure, transfer of information or for particular treatment. Consent
may be explicit or implied however, it must be informed, specific, voluntary and given by a
client or their representative with a legal capacity to do so.
Relates to measures that are put in place to protect the integrity, availability and
confidentiality of information, whether paper based or computerised. Security measures
are in place to protect against accidental damage, misuse and unauthorised access or
disclosure.
Means information or an opinion, whether true or not, about the physical, mental or
psychological health of an individual, their disability, and includes ‘personal information’
collected while receiving health services.
Are contained in Schedule 1 of the Health Records Act 2001 (Vic) that set out the minimum
standards regulating the collection, use, disclosure and storage of ‘health information’ that
is held by public and private sector organisations.
Refers to a person’s ability to make decisions regarding the specific matter for which
informed consent is being given. All adults are presumed to have capacity, and capacity may
change over time and capacity must be considered each time a decision is made.

Personal Means information or an opinion about an individual whether it is true or not where that
Information individual’s identity can be ascertained from the information or opinion and includes name,
address, telephone number .
Personnel For the purposes of this policy, Personnel means IPC Health Staff, Board of Directors,
Contractors, Students and Volunteers.
Privacy Officer Means the IPC Health Chief Executive Officer or their delegate.
Sensitive Means:
Information (a) information or an opinion about an individual’s:
i. racial or ethnic origin;
ii. political opinions;
iii. membership of a political association; or(iv) religious beliefs or affiliations;
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ip‘ Health

iv.  philosophical beliefs;
v. membership of a professional or trade association;
vi. membership of a trade union;
vii.  sexual preferences or practices;
viii.  criminal record;
ix. thatis also personal information;
(b) health information about an individual;
(c) genetic information about an individual that is not otherwise health information.

3. Policy statement
A person’s right to the protection of their privacy from unlawful or arbitrary interference is a
fundamental human right, protected by Commonwealth and State government laws. The consequences
of breaching consumer privacy are serious and can include sanctions and penalties under both criminal
and civil laws as well as disciplinary action.

IPC Health is committed to protecting the privacy of all personal, sensitive and/or confidential
information collected, used, stored, and disclosed as a necessary part of delivering high-quality
healthcare services. This extends to both electronic and hard-copy records, including records of
correspondence such as e-mail, phone and verbal conversations that are captured.
IPC Health complies with the following legislation and privacy principles:

* Privacy Act 1988 (Cth) and the Australian Privacy Principles

* Health Records Act 2001 (VIC) and the Health Privacy Principles

* Privacy and Data Protection Act 2014 (Vic) and the Information Privacy Principles

* (Relevant Privacy Laws)

All Personnel have a responsibility to ensure that the privacy of all personal, sensitive and/or confidential
information is protected, confidentiality is maintained, and client and employee information is only
accessed for the purpose of performing their duties as an IPC Health employee.

All Personnel are required to sign a confidentiality agreement (as part of on-boarding), participate in
privacy and confidentiality training as directed, and adhere to the IPC Health Codes of Conduct.

4. Policy principles

4.1 Confidentiality
e Personnel must treat Confidential Information as secret and confidential, and to protect its secret and
confidential nature, to refrain from disclosing, publishing or communicating any of the Confidential
Information which the Personnel receives to any third parties except:

o tosuch of its employees, agents, consultants or advisors who have a need to know such
information in connection with the performance of their duties and have been advised of the
confidential nature of the Confidential Information and IPC Health’s obligations under this
Policy;

o toany governmental, regulatory or administrative agency, authority board or body having
jurisdiction over IPC Health, where such disclosure is required in accordance with applicable
law; and

o  where disclosure to any other person is required by law pursuant to subpoena or other
process, whether legal, administrative or other.

e Personnel will sign the relevant Deed of Confidentiality.
o Intended disclosure or suspected breaches of confidentiality should in the first instance be discussed
with the relevant Manager.
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4.2 Privacy - Collection
IPC Health Personnel must:
e only collect Personal Information and/or Health Information where it is reasonably necessary for IPC
Health’s functions in providing health services to a person (the primary purpose)
o collection will be fair, lawful and non-intrusive
o collection is with the person’s consent or that collection is in accordance with the law;
o  wherever possible Personal Information and/or Health Information will only be collected
directly from the client rather than from third parties.
o  where Personal Information and/or Health Information is collected from a third party, it should
be with the client’s consent, unless:
= the personis a child;
= in an emergency or where the health, safety or welfare of the person or another
person or the public is at risk;
= where the person is unable to consent due to a medical condition or they lack Capacity
= jtis from an authorised legal representative or carer or an external service provider.
e take reasonable steps to ensure that the person is made aware of the details of collection, including
the purpose for which their Personal Information and/or Health Information is being collected and how
it will be used.
e not collect Sensitive Information unless:
o Theindividual has consented, and the Sensitive Information is reasonable necessary or directly
related to IPC Health’s functions.

4.3 Privacy - Use and Disclosure

e |PC Health will take reasonable steps to ensure Personal Information and/or Health Information is kept
confidential.

e |PC Health Personnel must only use Personal Information and/or Health Information for the primary
purpose for which it was collected, or a secondary purpose that is directly related to the primary
purpose and the person would reasonably expect their Personal Information and/or Health Information
to be used for that related secondary purpose, e.g. where a person is being transferred to the care of
a different service provider and Health Information is shared with that provider.

e |PC Health Personnel must not disclose Personal Information and/or Health Information unless:

o theclient consents to the disclosure;
o disclosure is:
= required or permitted by law, for example: under a validly issued subpoena,
mandatory reporting obligations, in an emergency where there is a serious risk to the
health, safety or welfare of an individual or the public.
= necessary in order to ensure clients are receiving the most appropriate treatment,
such as for the provision of necessary emergency treatment

e |PC Health Personnel will keep the client informed to whom, how and why their information is disclosed

and the consequences for the client if the information is not provided to the third party.

4.4 Information Sharing Schemes
Personal Information and/or Health Information may be disclosed in some cases without consent in
accordance with Family Violence Information Sharing Scheme (FVISS) or Child Information Sharing Scheme
(CISS).

NB these are permitted disclosures in accordance with law

Refer to IPC Health’s Information Sharing Procedures for further information.
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4.5 Data Quality, Security & Retention
e |PC Health will take reasonable steps to ensure that the Personal Information and/or Health
Information that is holds is accurate, complete and up to date.
e |PC Health must:

0 ensure data contained within information or patient management systems is stored securely
with permission access levels monitored and managed

0 take reasonable steps to protect personal information from misuse, interference, loss,
unauthorised access, modification or disclosure. Information will be kept secure and
confidential

O require contractors and third-party providers to sign confidentiality agreements or enter
contracts with confidentiality terms which bind them to protect the confidentiality of
sensitive information to no lesser extent than if they were an employee

e |PC Health Personnel must:

0  Ensure that they do not allow sensitive information to be visible on screens or left in places
(including locations outside IPC Health) where it may be viewed or accessed by members of
the public or employees whose duties do not require them to access this information

0 Ensure that Sensitive Information is only transmitted externally via authorised PKI data
encryption systems. If in doubt, Personnel must check with their manager prior to sending
information

=  Sensitive Information must not be transmitted externally via e-mail.
e |PC Health will ensure it has processes:

o toarchive, de-identify and/or destroy Personal Information and/or Health Information in
accordance with relevant disposal and retention schedule laws when the information is no
longer required, including Public Records Office Victoria Disposal and Retention Schedules;

O toreport any breaches in the incident management system;

o to conduct audits:

= periodically of records and databases to ensure that the information held is accurate
and up to date; and
=  to prevent and detect unauthorised access and fraud;

o tosecurely store physical or paper records and ensure they can be accessed only by
authorised personnel;

o to ensure computer systems uniquely identify individual users to ensure that access is
appropriately authorised.

4.6 Openness and Transparency
e |PC Health will:

o make this policy available on IPC Health’s website, internal controlled document system, and
hard copy if requested.

o provide people with information to support their consent to information collection; even in
instances where information must be collected for service provision to occur.

o take all necessary steps to ensure that the consumer health information that is collected is
accurate and up to date and relevant to IPC Health’s activities

o ensure that any suspected infringements of privacy are thoroughly investigated and are
reported as an incident.

4.7 Access and Correction
e Any request by the individual or any other person to access and sight a file must be authorised by the
IPC Health Privacy Officer.
e Access to client files and requests for copies of client files, must only be given in accordance with the
Relevant Privacy Laws.
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o where possible, access should be provided as requested by the client — this may be to view
documents, receive documents or to have information explained verbally.

o Where a client has accessed their file the type of access is to be documented in the client’s file.

e |PC Health is not obliged to re-format or summarise material in response to an access request.
However, if the Privacy Officer believes a summary may be more helpful, a summary may be offered
instead, this is by mutual consent.

e |PC Health may refuse access to a client’s Health Information where:

o Providing access would pose a serious threat to the life or health of any person;

o  Providing access would have an unreasonable impact on the privacy of other individuals;

o theinformation is subject to legal proceedings or likely to prejudice law enforcement functions;
is exempt; denying access is required or authorised by law; or the information has already been
provided.

e |[f the client is able to establish that Health Information held by IPC Health is inaccurate, incomplete,
misleading or out of date, IPC Health must take reasonable steps to correct the information. deems
that the information held is inaccurate, incomplete or misleading they have the right to request
correction to the health record.

NB IPC Health must not delete information unless deletion is permitted, authorised or required by law; or
it is not contrary to law and the deletion occurs more than seven (7) years after the last occasion on which
health services were provided or the health Information was collected when the individual was a child and
the individual has attained the age of 25 years, whichever is the later.

4.8 Identifiers

e A unique registration number will be allocated to each client’s details to enable the organisation to
conduct its functions efficiently.

e identifiers assigned by the Commonwealth Government including Medicare or DVA numbers, cannot
be used by IPC Health as identifiers for their clients.

e |PC Health will only collect, use or disclose these identifiers where it is necessary to meet the functions
of the organisation such as determining eligibility, creating a health record, charging fees or reporting
to funding bodies.

4.9 Anonymity and Pseudonymity
e Where it is practicable and lawful, individuals have the option of not identifying themselves to IPC
Health by using an alias when seeking health care.
e In some situations it may not be lawful or practicable to provide a service to those who choose to
remain anonymous.
e Factors that affect the decision on anonymity or use of an alias include:
o Whether identification is required under legislation for example, diagnosis and reporting of a
notifiable disease.
o  Whether the quality or timeliness of health care could be jeopardised
Billing for medical or dental services.
o Request for general enquiry

O

4.10 Trans-border Data Flow

e |PC Health Personnel must ensure that all Personal and Health Information is stored wholly within
Australia.

e  Where it is necessary to transfer health or other sensitive information to a place outside Victoria,
IPC Health will only do so with consent, or where the transfer is authorised or required by law.

e  |PC Health will take all reasonable steps to ensure that the recipient of sensitive information sent
outside Victoria will not hold, use or disclose the information other than in accordance with IPC
Health’s own policies and legislative obligations.
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e |PC Health may transfer health information about a client to organisations outside Victoria for the
purpose of the provision of care or treatment to a client but only:
o  where the client requests the transfer and consents;
o whereitis believed that the recipient organisation is subject to binding privacy obligations they
are substantially similar to the ones under which IPC Health operates;

o where:
= jtisin the client’s interests for the transfer; and
= jtisimpracticable to obtain the client’s consent; and
= ifit were practicable to obtain consent, the individual would be likely to give consent.

4.11 Sensitive Information
e  Health records and other sensitive data must only be accessed to the extent that IPC Health’s
Personnel’s duties require them to do so. This may include access to health records, where there is
a demonstrated and direct nexus with an employee’s duties such as following up the status of a
patient who is no longer in that employee’s care or for relevant administrative purposes.
e |PC Health employees must not access the sensitive information of colleagues, friends or family
members.

4.12 Handling of Unsolicited Personal Information
e |PC Health Personnel must ensure:

o unsolicited personal information that does not inform Excellent Care or service delivery is
either not recorded or destroyed, or if this is not possible, de-identified, or where this is also
not possible, treated with the same level of privacy and confidentiality as solicited
information.

4.13 Use of Data for Marketing Purposes

e |PC Health must not use or disclose Personal and/or Health Information for marketing and/or
fundraising purposes unless explicit consent has been obtained from the individual to use their
information in such a way.

e  Where a client has consented to receiving marketing and/or fundraising material from IPC Health,
they must also be given a clear and simple option to withdraw their consent and no longer receive
marketing and/or fundraising communication from IPC Health.

e  |PC Health must ensure any marketing and/or fundraising material is immediately discontinued
where an individual has withdrawn their consent and ‘opted out’ of such material.

e Where an individual has consented to receive marketing and/or fundraising material, IPC Health
may provide multiple options to individuals around the type of information they may be contacted
about and frequency of contact.

4.14 Making information available to another health provider
e |PC Health must provide a copy or written summary of an individual’s Health Information to another
health service provider if the individual requests it or if the individual has authorised the other
health service provider to request it on their behalf.

Refer to the Request to Access Information — Client Records Procedure.

4.15 Transfer or Closure of Service
e Inthe event of IPC Health being sold or transferred without IPC Health continuing to provide
services or if IPC Health is closed down, IPC Health will:

0 publish a notice to that effect in a newspaper circulating in the area in which the business
operated; and
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0 give notice of the transfer or closure to current and past service users, where possible.

4.16 Use of Artificial Intelligence
Artificial intelligence (Al) is the simulation of human intelligence processes by computer systems. It
involves the development of algorithms, models, and systems enabling machines to perform tasks which
typically require human cognitive abilities. IPC Health follows the Department of Health’s guidance on the
use of unregulated Artificial Intelligence and the use of unregulated generative software such as ChatGPT
and other for any clinical purposes.

This includes for:
o clinical applications of generative Al, such as the generation of discharge summaries
o clinical support functions that use generative Al, such as generation of summaries from patient
notes and/or patient management system records
o  consumer support functions, such as conversational triage ‘bots’
o integration of generative Al into clinical services, such as talk-to-text summaries and/or
translations, post consultation, unless approved for use e.g. Dragon for transcription services.

A copy of the Department of Health’s guidance can be accessed via this link:
https://consultations.health.gov.au/medicare-benefits-and-digital-health-division/safe-and-responsible-
artificial-intelligence-in-he/

Under no circumstances should client identifying information be entered into any Al tools unless their use
has been appropriately approved for clinical use such as Dragon for transcription services.
Refer to the IPC Health Artificial Intelligence Policy.

4.17 Complaints

e |PC Health has an established process for receiving and managing complaints as outlined in the
Client Feedback Procedure.

e All feedback and complaints regarding privacy matters are be directed to the IPC Health Privacy
Officer in the first instance.

e Anyindividual or their authorised representative may make a complaint regarding a breach of privacy
in relation to personal information or an interference with the privacy of an individual in relation to
health information.

e A breach of privacy or interference with Health Information Privacy may occur where IPC Health has
acted contrary to or inconsistently with the APPs or the HPPs. Examples of an interference with the
Apps or HPPs may include:

o failure to provide access to a client’s Health Information.
o using or disclosing Personal and or Health Information contrary to the APPs or HPPs.

= All complaints must be in writing. Clients will be offered assistance to complete the complaints form
if requested.

=  The client or their representative should be encouraged to discuss their concerns and resolve the
complaint directly with IPC Health.

=  The client has the right to have their complaint investigated by the Health Complaints Commissioner
or the Privacy Commissioner and information on how to contact these agencies should be made
available to the client or their authorised representative.

4.18 Privacy & Confidentiality breaches
e Allincidents involving the inappropriate collection, recording, storage, use or release of personal
and sensitive information must be notified to the Privacy Officer and entered on the IPC Health
incident register
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0 incidents must be investigated by the relevant management representative or as directed by
the Privacy Officer.

e Improper or unauthorised use of personal and sensitive information may be considered as serious
misconduct and subject to disciplinary procedures. Privacy related incidents are monitored by the
Board Clinical Governance & Clinical Risk Committee and Executive.

e All privacy breach incidents are to be reported to the Privacy Officer, Manager Governance, Quality
& Risk (GQR) and Manager and entered in the incident management system.

5. Roles and Responsibilities

5.1 Board of Directors
Monitoring and oversight of privacy practice, ensuring compliance with relevant legislation

5.2 Chief Executive Officer
e Ensuring the principles of this policy and underpinning legislation are applied in the workplace
e Approve document content

5.3 General Manager Financial and Corporate Services
Ensure all information systems, such as network infrastructure and record management systems, are
kept secure and functional.

5.4 Governance, Quality and Risk Manager
e  Responsible for reporting notifiable data breaches to the Office of the Australian Information
Commission (OAIC).
e  Provides support to the Privacy Officer functions.
e  Support the implementation of improvements to address privacy breaches.
e  Maintain a notifiable data breach register.

5.5 Managers
e  Responsible for content and implementation.
e Providing support and accountability for privacy practice within their program areas.
e Establishing practice within their respective program areas around collection, storage, use,
disclosure, archiving and destruction of personal and sensitive information.

5.6 Privacy Officer (Currently CEO)

e Overall responsibility for ensuring the Client’s Health information is maintained appropriately and in
accordance with this Policy and all Relevant Privacy Laws.

e Provides advice and support to the organisation around privacy matters, as well as potential and
actual privacy related incidents.

e  Receives privacy related client feedback or complaints

e  Triage privacy and information requests sent through the privacy.officer@ipchealth.com.au e-mail
inbox

e  Support program and service areas with responding to client information requests and subpoenas.

5.7 All IPC Health Staff
e Are responsible for maintaining privacy, confidentiality and security of any information in IPC
Health’s possession, and for understanding their obligations and responsibilities under this Policy.
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e  Ensuring all information, particularly personal, sensitive and/or health information is kept private
and secure at all times.

e  Only access personal and sensitive information as require to undertake their duties as and
employee, volunteer, student or contractor of IPC Heath

e  Ensure information on the client health record is kept up to date, accurate and complete.

6. Associated IPC Health frameworks, policies, procedures and guidelines
Advocacy Procedure
Client Information Management Procedure
Clients Rights & Responsibilities Policy
Appropriate Workplace Behaviour Policy
Consent Policy
Court Reports, Subpoenas & Appearance Procedure
Duty of Care — Dignity of Risk Procedure
Ethical Decision Making Procedure
IT Hardware, Software & Business Systems Policy
IT Knowledge & Information Management Policy
ICT Governance Policy
Interpreting and Translating Procedure
Open Disclosure Procedure
Orientation, Induction and Probation Procedure
Request to Access Information — Client Information Procedure
Mobile Devices & BYOD Policy
Privacy and Confidentiality Policy
Data Breaches Procedure
Artificial Intelligence (Al) Policy
Client Feedback Procedure

7. Associated Forms
Consent for Receiving and Sharing information form
Request to Access and Transfer Client Information from IPC Health

8. Associated legislation and other frameworks/guidelines
Health Records Act 2001 (Vic)
Public Records Act 1973 (Vic)
Public Records Vic Disposal Schedule 1999
Privacy and Data Protection Act 2014 (Vic)
Privacy Act 1988 (Cth)
Australian Charter of Healthcare Rights
Family Violence Protection Act 2008 (Vic)
Child Information Sharing Scheme
Family Violence Information Sharing Scheme
Child Wellbeing and Safety Act 2005 (Vic)
Children Youth and Families Act 2005 (Vic)
Child Safe Standards

9. References
Western Region Cross Alliance partner Care Partnerships — DIY Privacy for Primary Care Agencies.
Health Privacy Principles
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https://app.prompt.org.au/download/251793?code=c54f9e1d-1f73-4f35-83fa-bf5973edf4b8
https://app.prompt.org.au/download/251786?code=50bd7edc-7f3f-4377-8073-a63689dd60da

